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Document Purpose

This document is designed to facilitate the collection and dispersal of information regarding
the Immunization Registry Integration between Technology Leaders data providers, Medicity,
EMR Vendors and the Mississippi Department of Health Immunization Registry (MIIX).

Document Version

Author Version Comments Status
Jeremy Hill 1.0 12/16/2013 | Initial Draft Draft

Jeremy Hill 1.1 1/6/2014 Added sample message | Draft

Jeremy Hill 1.2 2/1/2014 Moved out of Draft Ready for Use
Jeremy Hill 1.3 2/28/2014 | Added contact Info Ready for Use
Jeremy Hill 1.4 4/1/2015 Added Security Info Ready for Use
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Http POST URL

https://immunizations.ms-hin.net/HttpPostForwarder/

NOTE: A userID, Password and Facility name are required for connection. Refer to section
“Building the Http POST Message” for more information on constructing the URL.

For questions regarding connecting to the gateway, please contact MS-HIN. Our number is
601.977.8192 or email info@ms-hin.ms.gov.

Security

MS-HIN has disabled SSL in favor of TLS for inbound connections. We will support TLS but no SSL
protocols.

MIIX User ID & Password

Each Facility/practice will need to fill out the MIIX User Agreement found on the MSDH website
(http://www.msdh.state.ms.us/msdhsite/ static/31,0,136.html ). Please return the User
Agreement to the MSDH Immunization Program to the attention of the Registry Coordinator.
After all MIIX documents are completed, a user ID and Password will be assigned by the MIIX
Registry Team.

MIIX Message Requirements

The Mississippi Immunization Registry has specific requirements field requirements for
the HL7 message contents. The HL7 interface supports CDC standard immunization
messages and is the recommended format for submitting immunization data to MIIX.

The Immunization guide can be found here.
http://www.msdh.state.ms.us/msdhsite/index.cfm/14,0,71,502,html

A sample message is below for guidance:

MSH | A~\&| PRIMESUITE |1234AThe Interop Family Clinic|Mississippi
Immunization||20131119132512]| | VXUAVO4 |Interop Clinic|P|2.5.1]]| |AL

PID| | |101639AAAAMR| |DuckADonald | DuckAMomma| 20130807 M| | 2106-3AwhiteAh170005]195
Pond water RDAAJacksonAMSA55555] | (555) 555-5555]

(555) 555-5555]]111]]]|NANot Hispanic or LatinoAHL70189||]|]|]|]|]|IN

PD1| | |The Interop Family ClinicAl234|ADo0ASCo0byAAAARN

NK1|63508 |DuckAPapa|FTH
PVLILZILLTLIELEETEL LTl vo2
RXA|1999]20131119]20131119]|119AR0otaACVX] | | |
Interop Family Clinic]||]||A41CB412A|20150315
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SKBAGTaxoSmithkKTineAMvX| | |A|A

RXR | POAOralAHL70162 |N/AANoneAHL70163
OBX|0|ST|VFC-STATUSAVFC-STATUSASTC| | V02
OBX|2|TS|29768-9ADATE VACCINE INFORMATION STATEMENT

PUBLISHEDALN]| |20130826]| ||| ||F
OBX|3|TS|29769-7ADATE VACCINE INFORMATION STATEMENT
PRESENTEDALN| [20131119]| ||| |IF

Building the Http POST Message

The HttpPostForwarder (proxy) service forwards Http POST messages to the MIIX Immunizations
Registry and returns the response back to the sender. The proxy service accepts POST messages
in three different formats. The purpose of this document is to explain those three options for
sending POST messages to the proxy service. This document is not intended to cover
deployment nor configuration of the service itself.

The parameters being sent in the POST message are USERID, PASSWORD, MESSAGEDATA, and
optionally FACILITYID. These parameters are consistent in all three POST format options.

Option 1 for sending POST messages to the proxy service is a multipart/form-data POST with a
boundary. Example HTTP POST message:

POST http://agen-dev-app:8702/HttpPostForwarder HTTP/1.1

content-Type: multipart/form-data; boundary=--------—--——————————————————
8cf28f71e050b80

Host: agen-dev-app:8702

Content-Length: 573

Expect: 100-continue

connection: Keep-Alive

—————————————————————————————— 8cf28f71e050b80
content-Disposition: form-data; name="UserID";

test_user
—————————————————————————————— 8cf28f71e050b80
Content-Disposition: form-data; name="Password";

test_password
—————————————————————————————— 8cf28f71e050b80
content-Disposition: form-data; name="FacilityID";

test_facility
—————————————————————————————— 8cf28f71e050b80
Ccontent-Disposition: form-data; name="MessageData";

MSH[AN\&| [ || [ | [vXQAVOL]| ] [2.4
QRD| | |[T]]|]]|25AR|AspecialeAshane|VXI|SIIS
QRF| || ][~20010101

------------------------------ 8cF28£71e050b80

Option 2 for sending POST messages to the proxy service is an application/x-www-form-
urlencoded POST. Example HTTP POST message:

POST http://agen-dev-app:8702/HttpPostForwarder HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Host: agen-dev-app:8702
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Content-Length: 235
Expect: 100-continue

MESSAGEDATA=MSH%7 C%5e%7€%5 C%26%7 C%7 C%7 C%7 C%7 C%7 C%7 CVXQ%5eV01%7 c%7 %7 c2 . 4%0aQRD%7 C%7 C
%7 CI%7 C%7C%7C%ic25%5eR%7ck5especiale%5eshane¥7cVXI%7 cSIIS%0aQRF%7 ck%7c%7 c%7 c%i c%ie200
10101%0a&USERID=test_user&PASSWORD=test_password&FACILITYID=test_facility

Option 3 for sending POST messages to the proxy service is a text/plain POST with the USERID,
PASSWORD, and optionally the FACILITYID in the URL. Example:
https://server/HttpPostForwarder/userID/password OR
https://server/HttpPostForwarder/userID/password/facilitylD . Example HTTP POST message:

POST http://agen-dev-
app:8702/HttpPostForwarder/test_user/test_password/test_facility HTTP/1.1
Content-Type: text/plain

Host: agen-dev-app:8702

content-Length: 88

Expect: 100-continue

connection: Keep-Alive

MSH[AN\&| ||| || [VXQAVOL] | [2.4
QRD| | [T]]|]]|25AR|AspecialeAshane|VXI|SIIS
QRF|||]]~20010101

Using Charset

When the HTTP post is being submitted, make sure to include the charset. When the gateway
responds, this information is included.

[It is best practices to include not just the content type, in this case “text/html” but also
the charset used “utf/8”.]

Standards for “the charset parameter” formatting can be found at the top of the page from the
W3. http://www.w3.org/International/O-HTTP-charset
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Sequence exchange to public Health Diagram

QBPMQ11

(Query for Vaccination Record)

[Uses components in QRF-5 to match record]

v

Private Provider— P ible R Immunization Registry —
Application “A” ossiIple responses Application “B”

A

Private Provider— 1RSP~K11 (Response to Vaccination Query Returning Immunization Registry —
Application “A” the Vaccination Record) Application “B”

2. RSPAK22 (Response to Vaccination Query
Returning Multiple PID Matches)

[Indicates several possible matches — No medical
data returned]

3. RSPAK11 (General Acknowledgment)

[Receiving registry was able to receive the message.
Can indicate errors]

4. QCK (Query General Acknowledgment - no
matching records)

[Receiving registry was not able to match patient]

VXU

(Unsolicited Vaccination Record Update) . ]
Private Provider — Immunization Registry —

Application “A” Application “B”

v

[Represents a regular report to a registry that a shot
has been given — no information requested]

Response:

Private Provider — Immunization Registry —
Application “A” Application “B”

A

age o
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ACK (General Acknowledgment)

[Receiving registry was able to receive the
message. Can indicate errors]
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Exchange Requirements

i. Use HL7 version 2.5.1

Send records using the specifications outlined in Implementation Guide for
Immunization Data Transactions Using Health Level Seven (HL7) Standard Version
2.5.1

ii. Use HTTP POST to transmit the following variable/value pairs (the URL and your user ID
and password will be provided prior to any test)

iii. Request: When the sending application sends MIIX an HL7 message via
HTTPS POST command, it must have the following fields:
¢ USERID - Assigned by the MIIX administrator.
e PASSWORD - Assigned by the MIIX administrator.
* MESSAGEDATA - The HL7 message(s).

iv.  Send your local patient identifier with all VXUs
v.  Search (using a QBP ) based on either an ID (state registry ID, regional registry ID, local

patient ID/medical record number, Social Security number, or Medicaid number) or the
combination of patient first name, last name, and date of birth.

Page 8

Confidential and Proprietary to Mississippi Health Information Network




MSERHIN

YRGS RS

At
A

Diagram of HTTPS Exchange

1.1) Practice Connection via
HTTP Post or Other delivery
capabilites.

1.2) Practice Connection via
HTTP POST or custom
delivery capability

Contributing Practice QBP and VXU

2) QBP or VXU
4) RSP or ACK

N i

3) MSDH HTTP Post
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